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Abstract

Defense supply chain resilience plays a critical role in maintaining national security and
ensuring the operational sustainability of armed forces. Given the wide range of threats
confronting defense supply chains, this study aims to analyze and evaluate defense supply
chain resilience through simulation and war game—based scenarios. In this research, the R
programming environment and the Simmer simulation framework were employed to model
key components of the defense supply chain, including suppliers, manufacturers,
warehouses, and transportation systems. Various war game scenarios, such as cyberattacks,
logistical delays, equipment failures, physical threats, natural crises, economic sanctions,
and sudden demand fluctuations, were designed and simulated to assess the resilience of
the defense supply chain. Simulation results indicate that economic sanctions exert the most
significant impact on defense supply chain resilience, severely disrupting the procurement
of raw materials and critical components. Equipment failures and logistical delays were
also identified as major threats, leading to reduced efficiency and operational disruptions
across supply chain processes. Other threats, including cyberattacks and physical threats,
were found to be important due to their indirect effects on infrastructure and supply chain
operations.

The findings demonstrate that the implementation of targeted strategies such as
diversification of supply sources, optimization of transportation routes, strengthening
cybersecurity infrastructure, and preventive maintenance of equipment can substantially
enhance defense supply chain resilience and mitigate the adverse effects of crisis-related
threats. These results provide valuable insights for policymakers and defense planners in
formulating effective strategies to strengthen the resilience of defense supply chains.
Keywords: Defense Supply Chain, Resilience, War Game, Simulation, Logistics
Processes
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. Cyber Attack

. Logistical Delay

. Equipment Failure

. Physical Threat

Natural Disasters

. Economic Sanctions

. Sudden Changes in Demand
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