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Abstract

The increasing penetration of cyberspace usage in the country and the widespread use of foreign
services have led to greater anonymity for users within cyberspace. In recent years, governmental
requests for service providers, such as messaging apps and social networks, to provide identity
information of Iranian users for cyberspace management have not yielded results. Consequently,
pursuing legal action against cybercriminal activities in Iran has become extremely challenging.
Identifying and uncovering the identities of users in cyberspace is therefore crucial. Blocking access
to Iranian users during critical situations is either impossible or entails significant material and moral
costs ifthe identities of individuals disrupting public order are unknown. Hence, the solution lies in
discovering methods to reveal the cyber identities of Iranian users. Since users’ traces exist across
various layers of cyberspace, combining, integrating, and enriching these traces over time can lead to
the desired outcome: cyber identity discovery. A review of existing research indicates that no study
precisely matches the scope of this article, though related studies were utilized. This article, derived
from the PhD dissertation titled “Providing an Integrated Cyber Identity Management Model for Users
in the Islamic Republic of Iran”, first presents a practical definition of the cyber border and then
introduces a model offering a method for discovering users’ cyber identities.
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